Collin Chau Homework 12 Due 12-05-2014

1.

(a) Determine if 6826216709043453648301637045134639637644240819070561471828352
7980861698751267529884700972316914157912917880376231218363813620069605718
499027 is prime or composite. If its composite, 100 bonus points for factoring it

(b) Determine if 7630965276720711551797316643758214579677551837114908953263991
8484608348445271299744129472136521462942375192253940683768546546630857341
48909 is prime or composite. If its composite, 100 bonus points for factoring it

2. Suppose you recover the following message fragment: 319135106829632087177398031600

9272387289420291313369830028609855300505399074857895296523056983528 7333323812
6119029823889380677824538007604772145406330 from Alice to you. Decipher it know-
ing it was enciphered with RSA and enciphering key e = 2130561056016501883054690948
98084471727934916088044536473279752367780177601763477096359957414334591708364
335590230551562547010893447790765427535989571 and private keys: p = 74355183001
7989111422689100463645319018265740623025771118153269016028485457 and ¢ = 4375
86425035627102849834098328007349679057638746527343251015100557675335419.

You and I set up a Diffie-Hellman key exchange with prime

p = 15003344356724570157855951747441787386419, and primative root a = 2. You

choose as your private key,

Tyou = 14034587278233989637225741339618218740358. You look up my public key it is:

Oy = H889814413724144052268312403762851518092.

(a) What is your public key?

(b)
)
)

What is our common key?

(c¢) (100 Bonus Points) What is my private key?

(d) If you were unable to answer the previous question, what difficult problem were you
unable to solve?

(a) Make a table of powers of 10 (mod 19).

(b) Use that table (you must show you are using the table to get full credit) to find 7'2
(mod 19).

(c¢) Use that table (you must show you are using the table to get full credit) to find, =
such that 127 =8 (mod 19).

(d) Use the table to find all primiative roots of 19.



