Alessandra Cole Homework 12 Due 12-05-2014

1.

(a) Determine if 7144045891733725067722564366457271301699095294070632970680423
8837745736023258664039321090015859741456937001786441463464594279769994993
949321 is prime or composite. If its composite, 100 bonus points for factoring it

(b) Determine if 3446777912018699085903434043359165515199215943162962364902284
6200446024403703617794083474499616880866012617688019414423298881405298409
080481 is prime or composite. If its composite, 100 bonus points for factoring it

2. Suppose you recover the following message fragment: 361141475338558110172144626076

12476676959630708633594945088697010112049035066060142524377427945095716137895
9128620594536035291797564477945793011826248 from Alice to you. Decipher it know-
ing it was enciphered with RSA and enciphering key e = 1586586790459410526772880556
02573212774902787214401772573933652490514442849627919152215434327786972430738
527630155186559085362236853854478870043573757 and private keys: p = 63286356514
6277860991963937391950034239182180211752321779749039405701227783 and g = 7568
81041913589651125703940637319416975428340785507556406650485160726407937.

You and I set up a Diffie-Hellman key exchange with prime

p = 70951469788445748160528959927176850246119, and primative root a = 13. You
choose as your private key,

Tyou = 64035236317125414701769980278439809100022. You look up my public key it is:
Oy = H8155835936476144479005135452371355664438.

(a) What is your public key?
(b) What is our common key?
)
)

(c
(d) If you were unable to answer the previous question, what difficult problem were you
unable to solve?

(100 Bonus Points) What is my private key?

(a) Make a table of powers of 10 (mod 19).

(b) Use that table (you must show you are using the table to get full credit) to find 7'2
(mod 19).

(c¢) Use that table (you must show you are using the table to get full credit) to find, =
such that 127 =8 (mod 19).

(d) Use the table to find all primiative roots of 19.



