Taylor Coury Homework 12 Due 12-05-2014

1.

2.

(a) Determine if 2746003571869209641155897136529724271787141438592482335748292
4902293370842517142183216195723317883900428954444692187090710733051325369
99119 is prime or composite. If its composite, 100 bonus points for factoring it

(b) Determine if 4360513622753503239607270430784322465459816691318453153258550
5665503980475193229194877904921639612729326080805385244515973038981211320
21067 is prime or composite. If its composite, 100 bonus points for factoring it

Suppose you recover the following message fragment: 883425372617558967531932867450
30754145733474265601670118859561739085653666959457593766820493446560629491003
7057547425058611615820745193905010298371 from Alice to you. Decipher it knowing it
was enciphered with RSA and enciphering key e = 793937138947988917071734979295990
61165194555068182473627965278236055343886140549922961992909745428996998387344
3783647457026725150832717855063882971 and private keys: p = 1550432531417399510
7052741843622093536820547610935706949500499984789503277 and g = 7454909298225
4008418293692426016280687280019767925408238121774362602798911.

You and I set up a Diffie-Hellman key exchange with prime

p = 25412031291471850958635417440820640624147, and primative root a = 2. You
choose as your private key,

Tyou = 20642164183963474865404336553320792849474. You look up my public key it is:
Oy = 2704311326567205252362890815287891319156.

(a) What is your public key?

(b) What is our common key?

(c¢) (100 Bonus Points) What is my private key?

(d) If you were unable to answer the previous question, what difficult problem were you
unable to solve?

(a) Make a table of powers of 10 (mod 19).

(b) Use that table (you must show you are using the table to get full credit) to find 7'2
(mod 19).

(c¢) Use that table (you must show you are using the table to get full credit) to find, =
such that 127 =8 (mod 19).

(d) Use the table to find all primiative roots of 19.



