William Graf Homework 12 Due 12-05-2014

1.

2.

(a) Determine if 6065691640778648745185884148414134466076521769249843369956139
8495299290744747502761393740384994170466657691337074590300651930495894764
221789 is prime or composite. If its composite, 100 bonus points for factoring it

(b) Determine if 2241782594889919317009810070289658713691684221469830736074967
1355811900468476918488751056674143951394053707761913965120861505295750380
799131 is prime or composite. If its composite, 100 bonus points for factoring it

Suppose you recover the following message fragment: 874155817442236716461242802970
23535991431480011984840136452974750532742474417057269184035466144083777751133
749535883792723985712141607810152906162253 from Alice to you. Decipher it knowing
it was enciphered with RSA and enciphering key e = 4805904578941615717994517517752
06761304190787812356118724007711420348105587214340123017182025699801777227437
96616429749658984279284037717856336227237 and private keys: p = 600240205395180
100025353918303007729488569913698639834023990766188028292889 and ¢ = 21913968
6739953839334849131729642161848225528866496793415386580565231145949.

. You and I set up a Diffie-Hellman key exchange with prime

p = 13555588610868961679903022873278695490627, and primative root a = 2. You
choose as your private key,

Tyou = 9488924058365604137370472147846247458623. You look up my public key it is:
Oy = 2135735610034778515946548826457323308715.

(a) What is your public key?
(b) What is our common key?
(c¢) (100 Bonus Points) What is my private key?

(d) If you were unable to answer the previous question, what difficult problem were you
unable to solve?
(a) Make a table of powers of 10 (mod 19).

(b) Use that table (you must show you are using the table to get full credit) to find 7'2
(mod 19).

(c¢) Use that table (you must show you are using the table to get full credit) to find, =
such that 127 =8 (mod 19).

(d) Use the table to find all primiative roots of 19.



