Peter Lucas Homework 12 Due 12-05-2014

1.

2.

(a) Determine if 2305007730325531592390821841784224479437745135967569012255056
0868923255717898709517381327227094313237499888940119519321063680268222282
414323 is prime or composite. If its composite, 100 bonus points for factoring it

(b) Determine if 2039365009229749239318055802931556580600373689218452765047873
5272702769998390332600929868659227367454105738823960729239198631857100007
433071 is prime or composite. If its composite, 100 bonus points for factoring it

Suppose you recover the following message fragment: 176757602902901284738979982515
02075416360485869093704996837925705159033320629312873638094916094078175368898
54266262583021447822062591460659612034560 from Alice to you. Decipher it knowing
it was enciphered with RSA and enciphering key e = 5378294910537943194814385137844
53557409329188307373924853205097835246369216946488413108616206177988283847021
2555405502857124962306900601707216267305 and private keys: p = 1183497053643103
7746207050064104106706789624775107305154644543985605581563 and ¢ = 8006199529
16389984355023647450216756401003221596866406525422990802904553437.

You and I set up a Diffie-Hellman key exchange with prime
p = 14877079290264587697322117715331945093803, and primative root a = 2. You
choose as your private key,
Tyou = 1284578548164746129621478598043119795328. You look up my public key it is:
Oy = 1830548176301853040443940413587836132854.
(a) What is your public key?
(b)
)
)

What is our common key?

(c¢) (100 Bonus Points) What is my private key?

(d) If you were unable to answer the previous question, what difficult problem were you
unable to solve?

(a) Make a table of powers of 10 (mod 19).

(b) Use that table (you must show you are using the table to get full credit) to find 7'2
(mod 19).

(c¢) Use that table (you must show you are using the table to get full credit) to find, =
such that 127 =8 (mod 19).

(d) Use the table to find all primiative roots of 19.



