
Nickolas Martinez Homework 12 Due 12-05-2014

1. (a) Determine if 4191744577425654377354100850878745637676097644696953859279028
0443121700143370849154775278827232908306969237038073769108828162926953722
467903 is prime or composite. If its composite, 100 bonus points for factoring it

(b) Determine if 8380287893634639347498744795390914761488431347233790593860343
2325873757276585724700416674406282142151497488983924850717495817282224974
451139 is prime or composite. If its composite, 100 bonus points for factoring it

2. Suppose you recover the following message fragment: 492859123202207939203721576767
42617315586793136375591027431547124552989172253648395542552625975656545774329
6998569503602420962114493842762261037351429 from Alice to you. Decipher it know-
ing it was enciphered with RSA and enciphering key e = 4032845640719052977995792359
81169671197474825020594138958487568853352271267628286786380136123916915606638
332413828717301455232873623301724291209261981 and private keys: p = 69094284425
0646778384389229295948519210529904762924747707252690502942538593 and q = 8496
16472470336813419301261824746261053029450024973617609547830615238717499.

3. You and I set up a Diffie-Hellman key exchange with prime
p = 40138425729516173313398476503915614996639, and primative root a = 13. You
choose as your private key,
xyou = 16662852680078946300660494649342182512373. You look up my public key it is:
αmy = 1811931164949048331744435024010588443713.

(a) What is your public key?

(b) What is our common key?

(c) (100 Bonus Points) What is my private key?

(d) If you were unable to answer the previous question, what difficult problem were you
unable to solve?

4. (a) Make a table of powers of 10 (mod 19).

(b) Use that table (you must show you are using the table to get full credit) to find 712

(mod 19).

(c) Use that table (you must show you are using the table to get full credit) to find, x
such that 12x ≡ 8 (mod 19).

(d) Use the table to find all primiative roots of 19.


