Sara Mills Homework 12 Due 12-05-2014

1.

(a) Determine if 2639715615289206167347194815505585070535874688097344704807760
0187640826522321911477508426503199069017781508974016457916561976563695899
450647 is prime or composite. If its composite, 100 bonus points for factoring it

(b) Determine if 4882010746809283321296517320990213917844657572973374211505063
8825888811221586655923347439225741378502327557356060877802719457274874224
20863 is prime or composite. If its composite, 100 bonus points for factoring it

2. Suppose you recover the following message fragment: 155569159442807947826197582424

58350709356289808652764293371379523598643014400438498147562421159539792961609
9357910521583383815006609941885705988833341 from Alice to you. Decipher it know-
ing it was enciphered with RSA and enciphering key e = 4939360798222263737730781035
55547944417765353369749535219796403302699736157898047922588799184938025369576
23230591301158580958812772071281844585245495 and private keys: p = 698143547851
872100318553496233506747634499577624857524009060839991143575869 and g = 26631
4261547573118114305255561358286336777092637077820333520889595860873187.

. You and I set up a Diffie-Hellman key exchange with prime

p = 77545670293437147188573372878788885643307, and primative root a = 2. You
choose as your private key,

Tyou = 59129040129600520713489141477841893781100. You look up my public key it is:
Oy = 20556879323173542338930634844154879622948.

(a) What is your public key?
(b) What is our common key?
(c¢) (100 Bonus Points) What is my private key?

(d) If you were unable to answer the previous question, what difficult problem were you
unable to solve?
(a) Make a table of powers of 10 (mod 19).

(b) Use that table (you must show you are using the table to get full credit) to find 7'2
(mod 19).

(c¢) Use that table (you must show you are using the table to get full credit) to find, =
such that 127 =8 (mod 19).

(d) Use the table to find all primiative roots of 19.



