
John Slater Homework 12 Due 12-05-2014

1. (a) Determine if 4345093393138255941626533649455672485504546264549632355209411
4713569317689414997685622102652426532149366820814384907724267640082182330
43797 is prime or composite. If its composite, 100 bonus points for factoring it

(b) Determine if 6773150434417069891595889827807195095309177462511246372202481
6429415239284361973549792312916899955593253829437196835912856990997175462
021791 is prime or composite. If its composite, 100 bonus points for factoring it

2. Suppose you recover the following message fragment: 349689943599660268831466651430
00587439084861260449960370393454536029544509634004965024126214864878166340538
9672426586013549214785696404888656216261 from Alice to you. Decipher it knowing it
was enciphered with RSA and enciphering key e = 260987784362191260737966884448448
38263944352335828601748364598402098711647786454253454261767363393965907602994
8155734551261953198792368958295157717 and private keys: p = 3045608048760829281
34060597367365562507848344366572084363707148445288514361 and q = 145359494236
0595065206871380409785832635435483856741234675131160383583553.

3. You and I set up a Diffie-Hellman key exchange with prime
p = 8906863154178424454133648926866272797003, and primative root a = 2. You
choose as your private key,
xyou = 8019738046237152472636372634898105353722. You look up my public key it is:
αmy = 6851749812571693146671984088323415927679.

(a) What is your public key?

(b) What is our common key?

(c) (100 Bonus Points) What is my private key?

(d) If you were unable to answer the previous question, what difficult problem were you
unable to solve?

4. (a) Make a table of powers of 10 (mod 19).

(b) Use that table (you must show you are using the table to get full credit) to find 712

(mod 19).

(c) Use that table (you must show you are using the table to get full credit) to find, x
such that 12x ≡ 8 (mod 19).

(d) Use the table to find all primiative roots of 19.


