
Paige Stehly Homework 12 Due 12-05-2014

1. (a) Determine if 6202494182888730141248385508886651090157956124699604376407841
7299129565038719535592588764015714508582562382097745934407001141333547598
902901 is prime or composite. If its composite, 100 bonus points for factoring it

(b) Determine if 1627549463950189134261965363632360981898983104542642471130310
1790075221643552707190875612236993517993607860664582224898420511714153882
594501 is prime or composite. If its composite, 100 bonus points for factoring it

2. Suppose you recover the following message fragment: 166563014670967255828285996166
82509544658444643424234214889894125321857672647519525061037118647835169701552
2808696620325489445242712671673835784642388 from Alice to you. Decipher it know-
ing it was enciphered with RSA and enciphering key e = 1522525016795168378191310022
54927649772031163493195211939201358652237655519538570133275087958099716292497
097721547465284667491397809483009042027257523 and private keys: p = 28563242143
1015391891750052184580507856539340249282343481766547661786909401 and q = 9902
11041505307266174708693770896462052428366027912684252995527026273006729.

3. You and I set up a Diffie-Hellman key exchange with prime
p = 73888460760732855220575748218259432075703, and primative root a = 5. You
choose as your private key,
xyou = 31998752428785327999490898137463074570473. You look up my public key it is:
αmy = 28421046789545810507262346173943046491742.

(a) What is your public key?

(b) What is our common key?

(c) (100 Bonus Points) What is my private key?

(d) If you were unable to answer the previous question, what difficult problem were you
unable to solve?

4. (a) Make a table of powers of 10 (mod 19).

(b) Use that table (you must show you are using the table to get full credit) to find 712

(mod 19).

(c) Use that table (you must show you are using the table to get full credit) to find, x
such that 12x ≡ 8 (mod 19).

(d) Use the table to find all primiative roots of 19.


