Trevor Blasko Homework 13 Due 12-12-2014

1. (a) What is the SHA256 hash value for the string “Trevor Blasko” (in hexadecimal)?
(b) (100 Bonus Points) Find another string that has this hash value.

(c) If you were unable to answer the previous question, what is the name of the property
of SHA256 that makes this hard?

(d) Find the student in your class whose hash value for his/her name is ¢157acfd01369
07586269d8508b72{480981d020bf98edal2b47a8a0a82f0093.

2. Suppose you recover the following message fragment: 285947066481002992615128028301
93908266973884623104269767022208732931982618420166150968072030477307623060401
750 from Alice to you.

(a) Alice used your public enciphering key. Decipher it knowing your deciphering pri-
vate key is d = 28392968676364289436140107397082291908347762256611787255555
532525713694100136272201057242198540909625104231527 and n = 3819742736182
6092480002256138408612430140593744189126854002343220665120142456191559122
122960720915634097103587.

(b) The following numbers are all in hexadecimal for your convenience. Alice also sends
used SHA256 to hash the message and enciphered that with her priviate key and
sends you the ciphered hash which is 5¢cbc67 f48299¢91e519 fd0c33d12eedece5807a
a96053e58daab623eca92858a3de6888b324eac08a0590cc23ea. You look up her public
decipher key it is d = 7178 f2ac91 f668d2 f fa18715460e5a7dc0685abc13b4ed91d954
2ac7501046077538320752409de18bclad f7213 and n = c613571clccfeab665dc169549
b2d57bcb68 f08c114acT2d7Taac88941d5439b22887a9dad37c6a06 f6d3bbd3665. Verify
it came from her. (Remember she is hashing the original message which may have
spaces in it).

3. (a) Express the number 684 in binary.
(b) What number has the hexadecimal expression 14aa2f.

4. One day I find your credit card and look you up and call you to tell you I have it. You
ask me to send it to you but then I realize maybe this is another Trevor Blasko. So I
ask you if you know your credit card number so that I can verify it is you. You say you
do, but won’t tell it to me since you don’t know who I am or if I even have your credit
card number. I won’t read it to you for the same reason. What can we do? Hint: Think
about what we have done recently in class.



