Alessandra Cole Homework 13 Due 12-12-2014

1. (a) What is the SHA256 hash value for the string “Alessandra Cole” (in hexadecimal)?
(b) (100 Bonus Points) Find another string that has this hash value.

(c) If you were unable to answer the previous question, what is the name of the property
of SHA256 that makes this hard?

(d) Find the student in your class whose hash value for his/her name is 5¢627cdfleba9
ef56dcbc9lceTdefadattf2eabee68e2eef49953a9688b70a67.

2. Suppose you recover the following message fragment: 303768202025225126893495641444
28869616772358609167665422702717360837850446819505988916288000323114992576828
64 from Alice to you.

(a) Alice used your public enciphering key. Decipher it knowing your deciphering pri-
vate key is d = 27410476957610156759265400590741058395322733878266016865883
09686420034203181963483761353225102880853645541607 and n = 56806793008608
6191485755571867212389982894418195165646735241548955231291601731073568468
7007301878280998465583.

(b) The following numbers are all in hexadecimal for your convenience. Alice also sends
used SHA256 to hash the message and enciphered that with her priviate key and
sends you the ciphered hash which is 62 f39282bf07 fd2a6¢c8c418854a f85a526003da
b1b45c¢0202e9eac1752eb5 f88b50dbb3d79941cdb0b8e103 f141. You look up her public
decipher key it is d = 3582¢ 52 fcal8c1c¢609380 f65a4362d703 f2802277dc9Id68bTac3
b6788952 8 65068074 f690 f8ab581620e9 fbf and n = ae01010d1a52b9a5bb6296cc74
9403eb214da62dae99ee538 f7517e377d2c7d456bd89ca2¢8cablTda fc11653df. Verify
it came from her. (Remember she is hashing the original message which may have
spaces in it).

3. (a) Express the number 874 in binary.
(b) What number has the hexadecimal expression 160698.

4. One day I find your credit card and look you up and call you to tell you I have it. You
ask me to send it to you but then I realize maybe this is another Alessandra Cole. So I
ask you if you know your credit card number so that I can verify it is you. You say you
do, but won’t tell it to me since you don’t know who I am or if I even have your credit
card number. I won’t read it to you for the same reason. What can we do? Hint: Think
about what we have done recently in class.



