
Taylor Coury Homework 13 Due 12-12-2014

1. (a) What is the SHA256 hash value for the string “Taylor Coury” (in hexadecimal)?

(b) (100 Bonus Points) Find another string that has this hash value.

(c) If you were unable to answer the previous question, what is the name of the property
of SHA256 that makes this hard?

(d) Find the student in your class whose hash value for his/her name is 5e627cdf1eba9
ef56dcbc91ce75efadafff2ea6ce68e2eef49953a9688b70a67.

2. Suppose you recover the following message fragment: 619711415762616425552149028093
23782304675019742222174368846837028656384166332673646129447573825833886983712
645 from Alice to you.

(a) Alice used your public enciphering key. Decipher it knowing your deciphering pri-
vate key is d = 25811077396859260601513425188314311148710368336751862966490
383996955741775082520329153555378979305222851608989 and n = 7626729274450
1186934028159682133726355732619743528410316136775134564970301376960461738
752889643368706735866661.

(b) The following numbers are all in hexadecimal for your convenience. Alice also sends
used SHA256 to hash the message and enciphered that with her priviate key and
sends you the ciphered hash which is 923b6e46e7a07f2f4d9e22b6b27858ee8540112
315b8eed62609ed6c4e3c9996be88d7203f39d5f99fee05ff5b. You look up her public
decipher key it is d = 96d360aeacc713b4593a8b631e79dc13f4505d6f3ba44355d8c060
3c8c511e5c872fedb7aa0f94a84b58132f67 and n = 10751704ea355fa0c824507bffd
45fd87dc0959229413e00aa6d758a276c3d0b0f49f88fa9014af3efaaec13ec3. Verify
it came from her. (Remember she is hashing the original message which may have
spaces in it).

3. (a) Express the number 634 in binary.

(b) What number has the hexadecimal expression 1f20ae.

4. One day I find your credit card and look you up and call you to tell you I have it. You
ask me to send it to you but then I realize maybe this is another Taylor Coury. So I
ask you if you know your credit card number so that I can verify it is you. You say you
do, but won’t tell it to me since you don’t know who I am or if I even have your credit
card number. I won’t read it to you for the same reason. What can we do? Hint: Think
about what we have done recently in class.


