
Tadeusz Dlugolecki Homework 13 Due 12-12-2014

1. (a) What is the SHA256 hash value for the string “Tadeusz Dlugolecki” (in hexadeci-
mal)?

(b) (100 Bonus Points) Find another string that has this hash value.

(c) If you were unable to answer the previous question, what is the name of the property
of SHA256 that makes this hard?

(d) Find the student in your class whose hash value for his/her name is 01b5ac1ea856
7ae125ca1fc1c41888ac43090089fc9ada5bd34bc298711b9063.

2. Suppose you recover the following message fragment: 315579913817230848123817414705
44719939258596439185249238284465150912034756938192490019748853773426224179782
36 from Alice to you.

(a) Alice used your public enciphering key. Decipher it knowing your deciphering pri-
vate key is d = 50581949072190991978681291852547793898694854961960013776126
78736794209585895258852399288427630822432467555977 and n = 17194153476374
2832214268233157148802616157886594143821857265952587813834422027111834387
41188641351314928463151.

(b) The following numbers are all in hexadecimal for your convenience. Alice also sends
used SHA256 to hash the message and enciphered that with her priviate key and
sends you the ciphered hash which is 834e6da1144063d45fef7065d13c19b32d2e74e
afeb909344b99bd47dd093686f449be2a2311df1353bed0713. You look up her public
decipher key it is d = 1a23a71f33a2d21d7c1967f6cba236e586f59cb17cbed0e29c3f6
7868ee2af24d89045331b877223f96c5765b75 and n = 2634feb1de8dff65e6a342e92
963cf300f73be1b63a05a161cba1fc265ac322072af6be658c801d03e1a5b899e5. Verify
it came from her. (Remember she is hashing the original message which may have
spaces in it).

3. (a) Express the number 867 in binary.

(b) What number has the hexadecimal expression 1048ce.

4. One day I find your credit card and look you up and call you to tell you I have it. You
ask me to send it to you but then I realize maybe this is another Tadeusz Dlugolecki.
So I ask you if you know your credit card number so that I can verify it is you. You say
you do, but won’t tell it to me since you don’t know who I am or if I even have your
credit card number. I won’t read it to you for the same reason. What can we do? Hint:
Think about what we have done recently in class.


