Nickolas Martinez Homework 13 Due 12-12-2014

1.

(a)
(b)
(c)

(d)

What is the SHA256 hash value for the string “Nickolas Martinez” (in hexadecimal)?
(100 Bonus Points) Find another string that has this hash value.

If you were unable to answer the previous question, what is the name of the property
of SHA256 that makes this hard?

Find the student in your class whose hash value for his/her name is 464b1943ead3
6b7Taebc6c297a7eb331b558da2470d 7beTaacaTe8c6a992afas.

2. Suppose you recover the following message fragment: 232132973343191223899494648786
41703714801470522116208839575537884240780323215019254528173267209774560815666
9 from Alice to you.

3.

(a)

(a)
(b)

Alice used your public enciphering key. Decipher it knowing your deciphering pri-
vate key is d = 83270507275546855100969409019340246070822550618505529247707
768856721377494513916137007500669504540981844489 and n = 3036383926052138
6990934809085090647370902038848975414811872444975254820895877467623618122
8008816098763516541.

The following numbers are all in hexadecimal for your convenience. Alice also sends
used SHA256 to hash the message and enciphered that with her priviate key and
sends you the ciphered hash which is ¢999d2 fe589¢9877¢902435654108 f589¢e1aleb f
d902f f6e1e039c7a20d3d1ac70a9c6aTabf fe63ae59205¢565. You look up her public
decipher key it is d = 11e65cc7db13aeb8d295279 f1e66b83e4856dd733103e0324a823
ab75274 36 fbf3847a0a904d7dbdcTbdeba fcT and n = 18460955e8091a519722 f16503
cac89821d8c124b47c8 f4 f7dbe93b3 f890d21d46dc096853 f d0ce395 fbdeb fee9. Verify
it came from her. (Remember she is hashing the original message which may have
spaces in it).

Express the number 894 in binary.

What number has the hexadecimal expression 1d515¢.

4. One day I find your credit card and look you up and call you to tell you I have it. You
ask me to send it to you but then I realize maybe this is another Nickolas Martinez. So
I ask you if you know your credit card number so that I can verify it is you. You say
you do, but won’t tell it to me since you don’t know who I am or if I even have your
credit card number. I won’t read it to you for the same reason. What can we do? Hint:
Think about what we have done recently in class.



