
Sara Mills Homework 13 Due 12-12-2014

1. (a) What is the SHA256 hash value for the string “Sara Mills” (in hexadecimal)?

(b) (100 Bonus Points) Find another string that has this hash value.

(c) If you were unable to answer the previous question, what is the name of the property
of SHA256 that makes this hard?

(d) Find the student in your class whose hash value for his/her name is a00e8ff56a85e
dfc03225031d09c52604049498819417292cb281b3d1f519651.

2. Suppose you recover the following message fragment: 448181668711382880468125175289
29892705895197941775070095704986520786287240537974183012527018234855365835471
39 from Alice to you.

(a) Alice used your public enciphering key. Decipher it knowing your deciphering pri-
vate key is d = 45812858417131027910168735950162580106615644503216961396308
81151759277183966649709608857142324389975421616965 and n = 79045114193548
4631939288898012171861157978240107752075159155747187992431337203569786737
2946211694010682106601.

(b) The following numbers are all in hexadecimal for your convenience. Alice also sends
used SHA256 to hash the message and enciphered that with her priviate key and
sends you the ciphered hash which is 59237a74f2f2f90f3ce08eade063ad232e70abf4
c02a438318dd9c1868614d0503c0dfc1a72aebe92f2f0e24d44. You look up her public
decipher key it is d = c89950e012250e46c95e64bc97b7c8e144deba0e3fd84777fd1d88
a8e01c633ebb7b7a242781221b9efa60d6047 and n = 1425834137e9e58cbf9800bdf89
ff5e3ad3ed7cbf7aefb42a5a45a02e4368365a9e01e2e9d4aec68fad8b1da00e1. Verify
it came from her. (Remember she is hashing the original message which may have
spaces in it).

3. (a) Express the number 777 in binary.

(b) What number has the hexadecimal expression 1b9c7d.

4. One day I find your credit card and look you up and call you to tell you I have it. You
ask me to send it to you but then I realize maybe this is another Sara Mills. So I ask
you if you know your credit card number so that I can verify it is you. You say you do,
but won’t tell it to me since you don’t know who I am or if I even have your credit card
number. I won’t read it to you for the same reason. What can we do? Hint: Think
about what we have done recently in class.


