
Andrew Smith Homework 13 Due 12-12-2014

1. (a) What is the SHA256 hash value for the string “Andrew Smith” (in hexadecimal)?

(b) (100 Bonus Points) Find another string that has this hash value.

(c) If you were unable to answer the previous question, what is the name of the property
of SHA256 that makes this hard?

(d) Find the student in your class whose hash value for his/her name is b10e9297453c
c03d3a497b1d8908ae896c96cdae245bb8f4cef4b78b503518b4.

2. Suppose you recover the following message fragment: 104290242943660339341373746135
16018996296247746995729426572704214553656836117627978041265105955652652799396
581 from Alice to you.

(a) Alice used your public enciphering key. Decipher it knowing your deciphering pri-
vate key is d = 49962030113520617124022935844771141685274615411892493202498
55057931882180752774288975657055436466544874841699 and n = 16649330839437
3580311437970849727992469449775782589783381767563034959164762862568815347
31353820903032956642847.

(b) The following numbers are all in hexadecimal for your convenience. Alice also sends
used SHA256 to hash the message and enciphered that with her priviate key and
sends you the ciphered hash which is 563d8cc7fad1248c77c4342a1457f986771d171
cbd51256e5049beba9efebbcc2b66bfb78bf55b2d1892aa6971. You look up her public
decipher key it is d = 222dac4dab204a6ed30ffccb7749ebd414109777fd53d07b8b53ca
27ab5d71ca2ba2bf4210e975dc03fa2dcae41 and n = 4807f247e81a7277574d148961
f9c7d81cce614861a1546170af44ce17d1ce017f313d87dd0af8d88b0b6647e2b. Verify
it came from her. (Remember she is hashing the original message which may have
spaces in it).

3. (a) Express the number 843 in binary.

(b) What number has the hexadecimal expression 1b969b.

4. One day I find your credit card and look you up and call you to tell you I have it. You
ask me to send it to you but then I realize maybe this is another Andrew Smith. So I
ask you if you know your credit card number so that I can verify it is you. You say you
do, but won’t tell it to me since you don’t know who I am or if I even have your credit
card number. I won’t read it to you for the same reason. What can we do? Hint: Think
about what we have done recently in class.


