
Paige Stehly Homework 13 Due 12-12-2014

1. (a) What is the SHA256 hash value for the string “Paige Stehly” (in hexadecimal)?

(b) (100 Bonus Points) Find another string that has this hash value.

(c) If you were unable to answer the previous question, what is the name of the property
of SHA256 that makes this hard?

(d) Find the student in your class whose hash value for his/her name is 64163a75b811
6bcb42a6915f91d01ea5f883bf91a99ba2633f13ca09dcdc1ee4.

2. Suppose you recover the following message fragment: 387013410618746818705632706409
57765209776108571493106977469967571358886216580700651204030894355826087769689
1 from Alice to you.

(a) Alice used your public enciphering key. Decipher it knowing your deciphering pri-
vate key is d = 45665375415822520829387796021713893718571267474307079983773
1484064441276282221772926671342962939378364498981 and n = 145153743825432
4844198742867831143751746158670251437655148453454423163019196643950221189
385631218160124586991.

(b) The following numbers are all in hexadecimal for your convenience. Alice also sends
used SHA256 to hash the message and enciphered that with her priviate key and
sends you the ciphered hash which is 10ad3ac27250eea90de57f72f192f78dbb5364f2
13e54070fba5c863c7b38c2f1596f60043d2d921853378a4232e. You look up her pub-
lic decipher key it is d = 966ea60368c2cc84373b735256c644cda8851c0e396586538641
a09ff96e57382a58b97a86deb09c2c37bd10aff and n = 1420b40fa0e71fb279956312
36190e951acdc06937f32a4c8cc7bc2cb6736807ae228c6ded0035919dfcfece05f9. Ver-
ify it came from her. (Remember she is hashing the original message which may
have spaces in it).

3. (a) Express the number 850 in binary.

(b) What number has the hexadecimal expression 1ab8b0.

4. One day I find your credit card and look you up and call you to tell you I have it. You
ask me to send it to you but then I realize maybe this is another Paige Stehly. So I ask
you if you know your credit card number so that I can verify it is you. You say you do,
but won’t tell it to me since you don’t know who I am or if I even have your credit card
number. I won’t read it to you for the same reason. What can we do? Hint: Think
about what we have done recently in class.


