
Julia Sterling Homework 13 Due 12-12-2014

1. (a) What is the SHA256 hash value for the string “Julia Sterling” (in hexadecimal)?

(b) (100 Bonus Points) Find another string that has this hash value.

(c) If you were unable to answer the previous question, what is the name of the property
of SHA256 that makes this hard?

(d) Find the student in your class whose hash value for his/her name is b10e9297453c
c03d3a497b1d8908ae896c96cdae245bb8f4cef4b78b503518b4.

2. Suppose you recover the following message fragment: 103794751603918939709486121068
61455038187456425524684747303484550288241722592522555304887319286328136000080
052 from Alice to you.

(a) Alice used your public enciphering key. Decipher it knowing your deciphering pri-
vate key is d = 23217058736274623044590558505247951982684446729152008193587
339215086847352667330500554424857346110401431713279 and n = 3834636311004
1133080734399196148732651023484863298831418048229790125416077814890761539
547302747976407652045201.

(b) The following numbers are all in hexadecimal for your convenience. Alice also sends
used SHA256 to hash the message and enciphered that with her priviate key and
sends you the ciphered hash which is e99fb47d1e728b89607ad75feee4c8b882509f9
e90ca28750911c3380025b0c6d429f5157ebe640d007181d70e. You look up her public
decipher key it is d = 5b5bbf80c2ac3441d276271cc3ab27c162757902c4b3cef4875b21
4ae0c6c661a0e246eac14cee7879148030ea3 and n = 9bf5ce8dfef5be16ca4cc3daa14c
0016e405ff508a6ebbee8616162fbe6bf44c9cf6468a92af7f5b74976fb3ab9. Verify it
came from her. (Remember she is hashing the original message which may have
spaces in it).

3. (a) Express the number 619 in binary.

(b) What number has the hexadecimal expression 113558.

4. One day I find your credit card and look you up and call you to tell you I have it. You
ask me to send it to you but then I realize maybe this is another Julia Sterling. So I
ask you if you know your credit card number so that I can verify it is you. You say you
do, but won’t tell it to me since you don’t know who I am or if I even have your credit
card number. I won’t read it to you for the same reason. What can we do? Hint: Think
about what we have done recently in class.


