
ApPtrNDIX A

Mathematica@ Examples

These computer exaniples are written in \{athematica. If yor-r havc }Itltliernatica

available, you should try some of them on your cornputer. If N'Iathernatictr is not

available, it is still possibie to read the examples. They provide exarnples for scvertr,l

of the concepts of this book. For information on getting started rn'ith \'Iathernat-

ica. see Section A.1. To download a N'Iathematica notebook that contains these

commands, go to

http : / /tuww. prenhall. com/w ash'i'ngtort

A.1 Getting Started with Mathematica

1. Download the Nttathematica notebook crypto.nb thtrt yon finci using the liriks

starting at http : / /www.prenhall. com/wash,irtgton
2. Open Nfathematica, and then operi crypto.nb using the rncttu options trttder

File on the cornrnand bar at the top of the N,iathematica windorv. (Perliaps this is

done automatically when you download it; it depends on your comptrter settitigs.)

3. With crypto.nb in the foreground" click (left button) on Kcrrrel on the

command bar. A merru will appear. Its first iine rn'iil read Evaluatiort. Nlove thc

arrow so it is on this line. A submenu will appear. N'Iove the arrow dolvri to the

line Evaluate Notebook and click (left button). This evaluates thc notcbook arrcl

loatls the necessary functions. Ignore any warning mcssa€les about spellirrg. They

occur because a few functions have similar names.

4. Go to the comrnand bar at the top and click on File. Nlove thc arroin' dorvn

to New and click. A new notebook will appear on top of crypto.nb. However, ail

the commands of crypto.nb will still be working.
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468 ApppNorx A. \. ' IaruBlrRrICA@ Ex,tMpt,ss

5. If you rvant to give thc new notebook a narne, use the Fiie command and
scroll dorvn to Savc As.... Then save under some narre witli a .nb at the end.

6. You are nor r rcad,v to use \'Iathematica. If you want to try something easv,
type 1+2x3i4^5 and then press the Shift and Enter kevs sirnultaneousll'. Q1. if
Your keybciard has a number paci .,r'ith Enter', probably on the right side of the
kcvboard. you can press tliat (without the Shift). The result 1031 should_appear
( i t 's1*2.3+4.) .

7. Trrrn to the Computer Examples Section A.3. Try typing in somc of the
conlntands there. Ttre outputs should be ttre same as that in the examples. Re-
member to prcss Shift trnter (or the numeric Enter) to make \4athernatica evaluate
an expressiori.

8. If you rvant to clelete part of your notebook. simply move tiie arrow to the
blue lirre at the riglrt eclge of the r'vindou' and click the left button. The highliglited
part can be deleted bi. clicking on Edit on the top cornrnand bar. thcn clicking on
Cut on the memr that appcars.

9. Sa-"e your rrotebook try clicking on File on the comrnand bar, then clickinq
on Save on the uremr that appears.

10. Print your notebook by 6liskitg on File on tlie comrnand bar, tlien clicking
on Print ori thc menu that appears. (You will see the advantagc of opening a new
notebook in Step 4; if you di<ln't open one . then ail the commands iri crypto.nb will
also be printed.)

11. If you make a mistake in typing in a cornrnand and get an error message.
yori can edit the cornmand ancl hit Shift trnter to trv asain. You don't need to
retypc everl'tiring.

L2. If a prograrn seems to be running for a ver1, long time, you can sornetimes
stop it by clicking on Kernel ancl Abort Evaluatiorr. If this doesn't u,ork, there is
ah'avs the Off button on the conputer.

13. Look at the conirnarrds available tlirough the comrnand bar at the top. For
example. Format tlicn Stfle alkrws you to change the type font ori anv cell that has
been highlighted (bv clicking on its blue bar on the right side).

1'4. rt you are looking for help or a corrmand to do sornething, try the Help
commancl. The \'Iaster Index leads to a lot of useful information. Note that the
comrltarids that arc built into N,fathernatica ahvays start with capital letters. The
comrnancls that are coming from crypto.nb start with small letters and will not be
found in thc Help Index.

15. Some of the mrmber theor'1' and plotting comman<ls require that special
packages be loarled (fol cxample. see Exaniple 7 for Chapter 3). These arc autornat-
icallv loaded rvhen the rrotebook froni the Web site is evaluated. If the commands
are used independently of that notebook. don't forget to load the packages. one
u,'ay to iderrtifl'which packages arc neecled is to look up the comrnands in the \Iaster
Index.

A.2.  Sor l t -  ( 'or
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A.2 Some Commands

The folloi,ving arcr sonle N{athematica cornmarrds t}rat are userl in thc Coniputer'

Exarnples. The commarrcls that start with capital letters, such as EulerPhi' are

built into N,Iathematica. The ones that start with small letters. such trs addell' liave

been written specially for this text ancl are in tire Nllatherneltica rrotcbook availtrble

at

http : / /wutu. prenhall. corrt' /ut ashi'rt'Qton,

addell[{x,y}, {t,t}, b, c, n] f inds the sunr of t}ie points {e" g} and {'r i '  o} on

the elliptic c.urve 92 : nrl + bt * r: (mod n). wltere rl' is odd'

affrnecrypt[txt,m,n] a{line encryptiorr of txt rrsing rnr I rt"

allshifts[t;t] gives all 26 shifts of txt.

ChineseRemainderTheorern [{a,b,... }, {*,t, " '  }] gives a soltrt ion to the si-

nrul laneouscongr l l ( ' l tces-r-  o (nrot l  m\. t= 6 (rnod rr) . ' " '

choose[txt,m,n] lists the characters in txt in positiorrs congrlrent to ri (trtoci rn) '

coinc[txt,n] the nurnber of matches between txt and txt s]iifted by n.

corr[v] tlie ciot product of tlie vector ?j with thc 26 shifts of t]re ii$irabet

liequency vector.
EulerPhi[n] computes p(n) (don't try very large values of rr')'

ExtendedGCD[m,n] cornputes t]re gcd of m ancl ri alortg rvith a solution of

rrm * nY: gcd.

Factorlnteger [n] factors rl,.

frequency[[xti listr the nurnber of occurrences of each letter r-r. throlgir z in

txt.
GCD[m,n] is the gcd of rrt, and n.

Inverse[M] finds the inverse of t]re ma'trix '1{'
Ifsr[c,k,n] givcs the secluerrce of n bits prorluced by the reclrrrerice that has

coeffi.cients given by the vector c. The initial values of tlie bits are givcn by the

vector k.
lfsrlength[v,n] tests the vector U of bits to see if it is genttratcd bv a recllrreuce

of Iength at rnost ri.
lfsrsolve[v,n] given a guess n for the length of the recurrence t]rat generates

the binary vectolu, it computes the coe{ficients of the recurrence.

Max[v] is the largest element of the vector a'

Mod[a,n]  is  the value of  o (rnod n) '

mrrttettf i*,Y], m, b, c, n] computers rn ti lnes the point {r ';r7} on t}re ell iptic

curve y2 : 13 + br I c (mod ri).

multsell[{x,y}, m, b, c, n] lists thc first nr, rrrultiples of the point {r;, y} orr

the elliptic curve 92 : 13 + bt I c (mod rz)'

NextPrime[x] gives the next prime ) z (the NumberTheorl'FuDctiuns package

must be loaded).
num2textO[n] changes a number rr, to ietters. The successive pairs of digits

must each be at rlost 25; a is 00, z is 25.
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num2textfn] charrges a nLunber n to letters. The successive pairs of digits
must each be at rnost 26: spo,cc is 00. a is 01. z is 26.

PowerModla,b,n] cornputes ab (rnod n).
PrimitiveRoot[p] finds a primitive root for the prime p.
shift[txt,n] shifts txt by n.
txt2num0ftxt ]  changcs txt  to numbers,  rv i th a :  00,  . . . .  z :  25.
txt2nurrrftxt] changes txt to mrmbers. u,' i th space:}}. a - 01, . . . .2 : 26.
vigenere[txt,v] gives the Vigenbre encrl.ption of txt using the vector "-.
vigvec[txt,m,n] gives the frequencies of the letters a through z in positions

congnrent to n (rnod rn) .

A.3 Examples for Chapter 2

Example 1. A shift cipher rvas used to obtain the ciphertext kddmu. Decrl.pt
it by trying all possibil i t ies.

In[1] :: allshifts ["kddkmu"]

kddkmu
l-eelnv
mffmow
nggnpx
ohhoqy
p j-iprz

qj i qsa
rkkrtb
s1l-suc
tmmtvd
unnuwe
voovxf
wPpr/yg
xqqxzh
yrryai
zsszbj
attack
buubdl
cvvcem
dwwdfn
exxego
fyyfhp

Szzgrq
haahj r
ibbiks
j  ccj  1t

A.3. Ex.A. i \ tPLl .s I . (

As yott can se(' .  / l f l

plairrtext.

Example 2. l',rr
7r f8:

In12]::afEnecrypt

Out12]:whkcj irx:-

Example 3.  1 l
5r *  12. Dccn'pt i t

Solut'iort: Fr.r
We need to firul tlr

In13]: :  PowerNIo,

Out[3]:  2t

Therefore. .r - l1

Inl4l : :  Mod[-12*

Outlal- 8

Therefore. t lrt '  rIrtr

In[5]:: affinecrl-p

Out[5]: anthonv

In case )/011 \\'t'r(' \\

Ini6]:: affinecrl-p

Outf6]: mzdvezc

Example 4. tt
hor,v to prodrtt't' t lrt

we've alreacll stor

Irr l7]:- vvhq

outlTl:

vvhqwvvrhmusgJg

hbltspisprdxl j  s

wgoviokhkazkqkx

twlauqrhwdmwlgu

ikvrdrygfr j  1j  s1
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As you call seer o,ttack is the only word that occurs on this list, so that was tlie

plaintext.

Example 2. Encrypt the plaintext rriessage cleo'patra using tlic a,ffine functiorr

7r f8:

In12]:-affinecrypt["cleopatra", 7, 8]

Out 12]-wi11"3 11*1

Example 3. Tlie ciphertcxt rnzduezr: was encrypted usirrg the affiue furtction

ltr I 12. Decnpt it.
/ Solution; First. solve y : 51 112 (rnod 26) for :r to obtain r' - 5-1lU - t2).

\\'e need to find thc inversc of 5 (rnod 26):

In[3] :: PowerModlS, -L, 261

Out[3]-  2r

Therefore. r : 27(y 1.2) : 2I'y - 12 '2L To change -12 '2I to standard form:

Inf4l  : :  Mod[-12*21, 26]

Outfal- B

Tlrerefore. the ciecryption furtction is lr = 21y 1 8. To decrypt the message:

Inf5] :- affinecryptl"rnzdvezc", 21, 8]

Out15]- anthony

In case you were wondering. the plaintext was enrlrypted as fcillows:

Inf6]:: affinecrypt["anthony", 5, L2)

Outf6]- mzdvezc

Example 4. Here is the example of a Vigerrbre cipher frorn the text. Let's sett

how to produce the data that was used irr Section 2.3 to decrypt it. For convenierlce.

rve've already stored the ciphertext under the namc r.,ult,q.

In[7] : :  vvhq

out[7]:

vvhqwvvrhmusgj gthkiht sse j chlsf cbgvwcrlryqtf svgahwkcuhwauglqhnslrlj s

hbJ-t spisprdxl j  sveeghlqwkasskuwepwqtwvsPgoelkcqyfnsvwlj  sniqkgnrgybwl

wgoviokhka zkqkxzgyhcecme iuj oqkwf wvef qhki j rclrlkbienqf rj 1 j sdhgrhl sf q

twlauqrhwdmwlgusgikkf lryvcwvspgpmlkas s j voqxeggveyggzml j cxxl j svpalvw

ikvrdrygf r j 1 j s lveggveygge iapuulsf pbt gnwwmuczrvtwglrwugumnczvi 1e
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Find the frequencies of tire letters in the ciphertext:

In18] :: frequency[vvhq]

Outisl:
{{a,8},  {b,5},  {c,  L2},  {d,4},  {e,  1b},  { f ,  10},  {g,27},
{h,  16},  { i ,  13},  { j ,  r4} ,  {k,  17},  {1,  25},  {n,7},  {n,7},
{o,  5} ,  {p,  9} ,  {q,  14},  { r ,  L7},  {s,  24},  { t ,  8} ,  {u,  12},
{v,  22},  {w, 22},  {x,  5} ,  {y,  B},  {2,  S}}

Let 's cornpr i te the coincidences for shi f ts of  1,2,3,  4,  5,  6:

I-n[9]:: coincfvvhq, 1]

Out[e] :  14

Inl10]:: coincfvvhq, 2]

Outltol:  1a

In l l i ] : :  coinc[vvhq, 3]

Out l l l l :  16

Inl12]:: coinc[vvhq, 4]

Outlrzl:  14

In l13] : :  coincfvvhq, 5]

Outfl : l-  24

Inl14]:- coincfvvhq, 6]

Ori t l l+ l -  12

\Ve conclude that the key length is probabiy 5. Let's look at the lst, Gth. 1lth,
letters (rrarncly. the letters in positions congruent to l mod 5):

In[1S]: :  choosefvvhg, 5,  1]

out[15]:
vvuttcccqgcunj tpj gkuqpknj kygkkgcj fqrkqj rqudukvpkvggj j ivej ggpfncwuce

In[16]:: frequency[%]

Out[16]:  { {a,  0} ,  {b,  o}  ,  {c,  7} ,  {d,  1} ,  {e,  1}  ,  { f  ,  2} ,
{S,9},  {h,0},  { i ,1} ,  { j ,  B},  {k,  B},  {1,  O},  {m, O},  {n,3},
{o,0},  {p,  s} ,  {q,5},  { r ,2} ,  {s,  O},  { t ,3} ,  {u,6},  {v,5},
{w, 1},  {x,  0} ,  {y,  1} ,  {2,  O}}

To express this as a vector of frequencies:

In[17]: :  v igvecfvvhg, 5,  1]

Out[17]-  {0,  0,  0.104478, 0.0149254, 0.0149254, 0.0298507,
0.734328, 0,  0.0149254, 0.119403, 0.119403, O, 0,  0.0447767,

A.3.  Ex.rr t t ' r . r .s

0,0.0597015,
0.0746269, 0.  0

The dot plt,rrltt< l,
computecl as ft,llt

Inf18]:-  corcl7cj

Out[18]-
r^ 

^^-^.  
r^

IU.VZCUr+v, U.

0.051209,0.03
0.0342687, 0.0
0.0391791,0.0
0.0488358, 0.  0

The thirrl crrtlv i
One way-to f i r r r l

In l19l : -  Max[%

Outl lg l :  o.0713

Now it is 6.6.sr' t,
orice). Sirrcc it ,,r
by 2, corresyrorrrl i
u'igaec[u'tlt11. i. !'.
3,4,  18.  Let ' .  th

Inl20]:: vigener

Outl20l-

themethodusedf

extremeandatth

eeasewithwhich

fthj.scodebytho

estdangerofthe

For the recolr l .  t l

In lZf ] : :  v igener

out[21]-

vvhqwvvrhmusgj

hbltspisprdxl j

wgoviokhkazkqk

twlauqrhwdnwlg

ikvrdrygfr j  1j  s
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tnt

o, 0.0597015, 0.0746269, 0.0298507, 0,  0.0447761, 0.0895522,

0.0746269, 0.0t49254, 0,  0 .0749254, 0j

The dot products of this vector with the shifts of the alphabet frequencl, vector arc

cornputed as follows:

InftSl:: cortf%6l

Outl l8l-
{0.0250149, 0.0391045, 0.0713284, 0.0388209, 0.0274925, 0.0380149'

0.051209, 0.0301493, 0.0324776, 0.0430299, 0.0337761, 0.0298507,

0 .Q342687 ,  0 .0445672, 0.0355522 ,  0 .0402239 ,  0.0434328, 0.0501791 
'

0.  0391791, O. 0295821, O. 0326269, 0.  0391791, 0.  0365522, 0.  0316119,

0 .  0488358, 0 .  0349403)

The third entry is the rnaximurn.
Orre way to iind it ls

In l19l : :  Max[%]

Outf  l9 l :  0.0713284

but sornetirnes the largest entrf is hard to locate'

Now it is easy to look througli the list and find this number' (it usually occurs orrly

once). Since it occurs in the third position, the first shift for this Vigendre cipher is

by 2, corresponding to the letter r:. A procedure similar to the one just usecl (using

ui'guec[auhq, 5,2] ,..., uiguec[uuhr1,5,5) shows that the other shifts ar<" probablv 14.

3, 4, 18. Let's check that we have the correct key by decrypting.

Inf20]:: vigenere[vvhq, -{2, L4) 3) 4' 18}]

outl20l:

themethodusedforthepreparatj-onaldreadj.ngof codemessagesi ss impleinthe

extremeandatthesarnetlrneimpossibleoftranslat ionunlessthekeyisknownth

eeasewithwhi chthekeynaybe changedi sanotherpo int inf avorof theadopt i  ono

fthiscodebythosedesir i-ngtotransmit imPortantmessageswithoutthesl ight

e stdangerof the irne s sage sbe ingreadbypol i t  i  calorbus ine s srival- set c

For the record, the plaintext was originally encrypted by thc comm:rrrd

InfZl ] : :  v igenere[70, {2) L4,3,  4 '  18}]

Out12ll :

vvhqwvvrhmusgj gthkihtsse j chlsf cbgvwcrlryqtf svgahwkcuhwauglqhnslrlj s

hblt spi sprdxl j sveeghlqwkas skuwePwqtwvspgoelkcqyf nsvwl j sniqkgnrgybwl

wgoviokhkazkqkxzgyhcecmeiuj oqkwf wvef qhki j  rclr lkbienqf r j  I  j  sdhgrhlsf q

twlauqrhwdrnwlgusgikkf lryvcwvspgprnlkassj voqxeggveyggzmlj cxxl j  svpaivw

ikvrdrygf r j 1 j slveggveygge iapuui- sf pbtgnwwmuczrvtwglrwugumnczvi 1e
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Example 5. lftre cipherrext

Apppxorx A. N,{arHnN{ATrcA@ Exal,rpros

22,09.00, 12. 03. 01. 10, 03,04.08.01. 17

was encryptcd using a Hill cipher u,ith matrix

/ r
{ : i i )

A.3. Er.rrr t , r . t . .

In l29] : :  NIod'{(

Out[29]:  { r r ,  r

Thereforc. t l r t '  1r
changed bir<k I , ,

In l30l : -  a lph0i l

Out l30]-  overtb

Note that the fin
three letters.

Example 6. (

The init ial r-altu.,
Solution: 1-lt

given by tlrt' r't< t

In131l : :  l fsr [ {1.

Out l3 l l :  {0,  1
0,  0,  0,7,  1,
0,  1,  0,  r ,7,

Example 7. :
1.  0.  0,  0.  0.  1.  1.

SoL'ut' iort: l- ir
ry' calculatcs tlr,
procedurc i t t  St ' t '

In132l:-
l fsr length[{1.0

{1,  1}
{2,7}
{3,  o}
{4,  L}
{5,  0}

(^ . l

10, lJ

{7,  0}
{8,  o}
{9,  o}
{10, 0}

The last nolrz( ' l ' ( ,
lenoth G T, '  f i r , l

Inl33]::  l fsrsoh'

Decrl'pt it.
/ 

Sol,uti,ort: A 
-atri* 

( a

\ .1
multiplv rnatriccs I'11 arrcl l[.

h\

, I l . entered as {{o, b}, {c. d}}. Type ,4.1.,V to

Type u.,\1 to multiply a vector tr on the right by a
rnatrix ,11.

First, u'-e need to invert the rnatrix rnod 26:

Inl22l:: Inverse l{ { L,2,3}, { 4,5,6}, {7,8, 1 0} }]

orrr l2zl :  { { -?,-1,  ,* .  {?. ! .  -2r .  { r ,  -2,  r } }
J J 

t ) '  
'3 '3 '  ' r '

Sirrce we are rnorking mod 26. we can't stop r,vith numbers l1ke2l3. \\'e need to get
rid of the clenorninators and reduce niod 26. To do so, we multiply by 3 to extract
the numerators of the fractions, then niuitipiy by the inverse of 3 nrocl 26 to put
thc "denorriinators" back in (see Section 3.3):

Inl23l::7o*3

Outf23l :  { { -2,  -4,  3} ,  { -2,  11,  -6},  {3,  -6,  3}}

Inf24l :: Mod[PowerMod[3, -L, 26)*70, 26)

Out l24] :  { {8,  16,  1},  {8 ,21 ,24} ,  { I  ,24,1}}

This is the inverse of the rnatrix mod 26. \ry-e can check this as follor,vs:

Inf2; l : :  Mod[%.{{r ,  2,  3} ,  {4,  5,  6} ,  {7,  S,  10}} ,  20]

Out l25] :  { {1,  0,  0} ,  {0,  1,  o} ,  {0,  O, 1}}

To decrypt. lve break the cipheltcxt into blocks of three numbers and multiply each
block on the riglit by the inverse matrix we.just calculated:

Inf26l :- Mod[{zz, 09, oo}.%o7o, 26)

Outf26l :  { !4,  2r ,  4}

InfZZl :: Mod[{ 12, 03 ) oL}.%o%oYo, 26]

Outf2Tl :  {17 ,  Ie,  7}

inf2Sl :: Mod[{10, 03, 04}.yayayoyo, 26]

Outf28l :  {4,  7,  8}
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Inf ZSl :: Mod [{08, 01, L7}.%aTo%oYoya, 26]

Outf29l-  {77,  17, 23}

Therefore,  the plaintext  is  14, 21, 4,  17. I9.7.  4.7.  8.  11,  I I ,23.  This can be

changed back to letters:

Inf30l :: alph0 [1421 O4L7 L9o7O407081 1 1 123]

Out[30]:  overthehi l lx

Note that the final x was appended to the plaintext in order to cornplete a block of

three letters.

Example 6. Cornpute the first 50 terms of the recurrence

f r r t* i  j  rn I  rn+2 (mod 2).

The in i t ia l  values are 0,  1,0.0.0.
Soluti,on: The vector of coefficients is {1,0, 1,0,0} and the init ial values are

given bv the vector {0.  1.0,0.0}.  Type

In[31]:-  l fsr [ {1,  O, 1,0,0},  {0,  1,0,0,0},50]

Out[31]:  {0,  1,  0,  0,  o,  o,  1,  0,  0,  1,  o,  7,  7,  0,  0,  r ,  r ,  1,  t ,  r ,

0,  0,  0,  r ,7,  0,  1,  1,  1,  0,  1,  0,  1,  0,  0,  0,  0,  1,  0,
0,  1,  0,  7,  l ,  0,  0,  7,  r ,  1,  1)

Example 7. Supposc the first 20 terrns of an LFSR sequence are 1,0. 1,0. 1. 1,

1, 0, 0, 0. 0, 1, 1, 1, 0, 1, 0, 1, 0, 1. Find a recurrence that generates this sequence.

Soluti,on: First, we find the length of the recurrence. The command lfsrlength[u'
n/ calculates the dcterminants mod 2 of the first n matrices that appear in the
procedure in Section 2.11:

In132l::
l fsr lengthf{1,  0,  1,  0,  1,  1,  1,  0,  0,  0,  0,  1,  1,  1,  0,  1,  0,  1,  0,  1} ,  10]

{1,  1}
f 

^ 
r I

L2, LJ

{3,  o}
{4,  l }

a- 
^tLv r  vJ

a^ f ,  I

10, . l -J

{7,  o}
{8,  o}
{9,  o}
{10,0}

The last nonzero cleterrninant is tlie sixth one) so we guess that the recurrence has

Iength 6. To fincl the cocfficients:

In l33] : -  l fsrsolve[{1,0,  1,0,  1,  1,  1,0,0,0,0,  1,  1,  1,0,  1,0,  1,0,  1} ,6]
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Out l33l-  {1,  0,  1,  1,  1,  0}

This gives the recurrerrce as

rn,+6 j  rn I  rn,a2 * rr+3 * J'n++ (rnod 2).

Example 8.  The ciphcrtext  0,  1,  1.  0,  1,  0,  1,  0,  1,  0,  0,  1,  1,  0,  0,  0,  1,  0,  1.
0,  1,  0,  1,  0.  1.  0,  1,  0,  1.  0,  0,  1,  0,  0,  0,  1,  0,  1,  1,  0 was produced by addirrg the
output of a LFSR onto the plaintext mod 2 (i.e., XOR the plaintext with the LFSR
ciutput). Suppose you know that the plaintext starts 1, 1, 1, 1, 1, 1, 0, 0, 0, 0, 0, 0.
1, 1, 1, 0. 0. Find the rest of the plaintext.

Sol'utiort: XOR the ciphcrtext with the known part of the plaintext to obtain
the beginning of the LFSR output:

Inf34] : :  Mod[{1,  L)  l )  L)  1,  1,  0,  0,  0,  0,  0,  0,  ] - ,  1,  1,  0,  0}  + {0,  1,  1,  0,
1,  0,  1,  0,  1,  0,  0,  1,  1,  0,  0,  0,  L\r  2)

Out[34]= {1,0,0,  1,0,  1,  1,0,  1,0,0,  1,0,  1,  1,0,  1}

Tliis is the begiririing of the LFSR output. Now let's find the length of the recur-
rellce:

Inl3S] :: l fsrlength[%, 8]
{1,  1}
{2,  0}
a^ , l
Lvr rJ

{4,  0}
{s,1}
{6,  0}
{7,  o}
{8,  0}

\\te guess the length is 5. To firrd the coefficients of the recurrence:

In1136] :: l fsrsolve[70%, 5]

Out l36l :  {1,  1,  0,  0,  1}

Now we carr gerrerate the full output of the LFSR using the coefficients we just
fburxl plus the first five terrns of the LFSR output:

In[37]: :  l fsr f { l ,  1,0,0,  1} , {1,0,0,  1,0},40]

Orrt f37] : {1,  o,  0,  1,  o,  ! ,  7,  o,  1,  0,  0,  1,  0,  I ,  ! ,  o,  1,  0,  0,
1 ,  0 ,  1 ,  1 ,  0 ,  1 ,  0 ,  0 ,  1 ,  0 ,  7 ,  ! ,  0 ,  1 ,  0 ,  0 ,  1 ,  0 ,  1 ,  1 ,  0)

When rve XOR the LFSR output with the ciphertext, we get back the plaintext:

In l38]  : :  Mod[% + {0,  1,  1,0,  ] - ,0,  1,0,  1,0,0,  1,  1,0,0,0,  1,0,  1,
0,  1,  0,  1,  0,  1,  0,  1,  0,  1,  0,  o,  1,  o,  0,  0,  1,  0,  1,  1,  0) ,  2]

Outf38]-  {1 ,  7,  7,  I ,  I ,  1,  0,  0,  0,  0,  O, 0,  1,  I ,  ! ,  0,  O, 0,  1,
7,  I ,  I ,0,0,0,0,  l ,  I ,  l ,1,1,  I ,1,0,0,0,0,0,0,0)

Tliis is the plaintext.

A.4.  Ex,rrrpl- t . :  t .

4.4 Exam

Example 1. r i :

In[1] : :  GCDl23{

Out l l l -  2

Example 2. S,,

In12]:: Extended

Out l2 l :  {2,  { -31

This means that l

Example 3. ( ' ,

Inl3l: :  Mod[23-l{

Outl3l: 1se

Example 4. ( ' ,

In14]:: Power\Io

Outfal: 47301122

Example 5. Fi

In15]:-  Power\Io

Out l5 l :707eess3

Example 6. :,

Sol,ut ion: Hert ' i .  ,

in16l: :Solve [{  76:

Out16l:  {{ModuIu

Here is arlotll('r' \\'

- - -  
r  I

/o i )4 -  a l lo t l I ( ' l l  I

inf7]:: PowerNIc

Outl7l :  5a637

Inl8l : :  Mod[%*2

Out[8]-  a3626

Example 7. ri


